Abstract. The scalar multiplication of elliptic curve based cryptosystems (ECC) is computed by repeatedly calling the addition formula that calculates the elliptic curve addition of two points. The addition formula involves several exceptional procedures so that implementers have to carefully consider their treatments. In this paper we study the exceptional procedure attack, which reveals the secret scalar using the error arisen from the exceptional procedures. Recently new forms of elliptic curves and addition formulas for ECC have been proposed, namely the Montgomery form, the Jacobi form, the Hessian form, and the Brier-Joye addition formula. They aim at improving security or efficiency of the underlying scalar multiplications. We analyze the effectiveness of the exceptional procedure attack to some addition formulas. We conclude that the exceptional procedure attack is infeasible against the curves whose order are prime, i.e., the recommended curves by several standards. However, the exceptional procedure attack on the Brier-Joye addition formula is feasible, because it yields non-standard exceptional points. We propose an attack that reveals a few bits of the secret scalar, provided that this multiplier is constant and fixed. By the experiment over the standard elliptic curves, we have found many non-standard exceptional points even though the standard addition formula over the curves has no exceptional point. When a new addition formula is developed, we should be cautious about the proposed attack.
Introduction
The scalar multiplication of the elliptic curve cryptosystem (ECC) is implemented using the addition formula assembled by arithmetics of a definition field. The addition formula involves exceptional procedures that cause an error (0 −1 of the definition field) at the end of the scalar multiplication. Implementers should carefully deal with the exceptional procedures. Recently new forms of elliptic curves and addition formulas have been proposed, namely the Montgomery form [OKS00] , the Jacobi form [LS01, BiJ02] , the Hessian form [JQ01, Sma01] , and the Brier-Joye addition formula [BrJ02] . These new curves and formulas aim at improving security or efficiency of their scalar multiplications.
In this paper we study a possible attack using the error arisen from the exceptional procedures of the addition formula, called the exceptional procedure attack. Two points are called the exceptional points if they cause the exceptional procedure. The goal of the attack is to reveal the secret key d. The attack tries to produce the exceptional point of the elliptic curve E during the scalar multiplication by manipulating the base point P ∈ E to the appropriate point P ∈ E. If an error occurs in the scalar multiplication d * P ∈ E, the attack can know a few significant bits of d depending on the underlying addition chain. A basic principal of the proposed attack is different from that of the fault based attacks [BDL97, BMM00] or the small subgroup attack [LMQSV98] . The fault attacks usually analyze the scalar multiplication d * P * ∈ E * with the point P * over the different curve E * , which need a physical fault in order to generate a failure point P * . The small subgroup attack performs a calculation of d * P over the subgroup Tor(E) ⊂ E with small order, and the order of the elliptic curve must be divisible by a small integer. The exceptional procedure attack essentially requires neither the physical fault nor the curves with the small subgroup.
We first discuss the exceptional procedure attack against the standard addition formula. We observe necessary and sufficient conditions that two points are exceptional points, that is P 1 or P 2 is contained in the torsion subgroups of the underlying group. When the order of the elliptic curve is divisible by a small integer, the curve has several exceptional points. In other words, the curves whose order are prime are secure against the proposed attack, namely the recommended curves in several standards [ANSI,IEEE,SEC] .
Next we analyze the exceptional procedure attack against the non-standard addition formula proposed by Brier-Joye [BrJ02] . This addition formula is designed for enhancing security of the scalar multiplication, namely resistant against the side channel attack [KJJ99] . Their exceptional points are two points P 1 = (x 1 , y 1 ), P 2 = (x 2 , y 2 ), which only satisfy y 1 + y 2 = 0. Some of these points are non-trivial exceptional points. Especially, a point P is called the m-th collision point if two points mP, P are exceptional points. We show necessary and sufficient conditions that a point P is the m-th collision point. We demonstrate that there exist many m-th collision points over the recommended curves by the international standards [ANSI,IEEE,SEC] . Moreover, we analyze a possible attack against the plain ElGamal cryptosystem using the collision points.
The attack proposed in this paper is independent from the characteristic of the definition field. However, just for a simplicity, we only discuss prime field cases in the following.
Elliptic Curves
In this section we briefly review basic properties of elliptic curves. The standard addition formula and its variants over different coordinate systems are described. We then explain how the scalar multiplication provides an error.
Standard Addition Formula
Let F p be a finite field with p elements, where p > 3 is a prime. Let E be an elliptic curve over F p defined by Weierstrass-form equation
A point of E is uniquely represented as (x, y) that is the pair in the basic field F p . It is called the affine coordinate representation. A set of all points on curve E, including the point of infinity O, is denoted by E(F p ). This set has a commutative additive group structure with the neutral element O. We denote by + the addition of the E(F p ). Especially we have P + O = P and P + (−P ) = O,
In order to algorithmically describe the addition rule arisen from the addition group E(F p ), we employ the arithmetic of the definition field F p , namely additions, subtractions, multiplications, and inversions. The addition rule is called the addition formula.
We explain the standard addition formula in the following. Let P 1 = (x 1 , y 1 ), P 2 = (x 2 , y 2 ) be points on E(F p ) that are different from O. The standard addition formula calculates the point P 3 = (x 3 , y 3 ) of the addition P 3 = P 1 + P 2 . The standard addition formula is as follows:
We remark that there are two formulas for (λ, µ) based on the condition of two points P 1 , P 2 . The first one is used for the case P 1 = P 2 and it is called ECADD. The second one is used for the case P 1 = P 2 and is called ECDBL. Note that the standard addition formula does not support the points P 1 , P 2 with P 1 + P 2 = O, P 1 = O, P 2 = O for ECADD and P = (x, 0) for ECDBL. It is called the exceptional procedure of the standard addition formula, because they require exceptional treatment in the formula.
Coordinate System
The standard addition formula described in the previous section is designed for the affine representation of points. It possesses one inversion of the definition field, which is relatively expensive in most computing environments. Fortunately the elliptic curve has different coordinate systems which do not need inversions. The projective coordinate and the Jacobian coordinate are examples [CMO98] . Using these coordinates we can avoid computing inversions in F p . In the following we represent the standard addition formula using the projective coordinate and the Jacobian coordinate, which are widely employed in elliptic curve cryptosystems.
In 
Z 2 ) and P 1 + P 2 = P 3 = (X 3 : Y 3 : Z 3 ), then the addition formulas are as follows:
If Z 1 = 0, then Z 3 = 0 for both ECADD and ECDBL. Thus the point P = (X : Y : 0) is the exceptional points of the standard addition formula using the projective coordinate. The Jacobian coordinate system offers a faster computation of the addition formula. In this coordinate, a point on the curve is represented as a tuple (X : Y : Z). Two points (X : Y : Z) and (r 2 X : r 3 Y : rZ) (r ∈ F * p ) are identified as the same point. The identity point O is represented by (0 : 1 : 0); this is again the only point with its Z-coordinate equal to 0. Setting x = X/Z 2 , y = Y /Z 3 in the affine equation, we obtain the Jacobian equation
, then the addition formulas are as follows:
ECADD in Jacobian coordinate (P 1 = ±P 2 ) :
As we discuss for the projective coordinate, if Z 1 = 0, then Z 3 = 0 for both ECDBL and ECDBL. Thus the point P 1 = (X : Y : 0) is the exceptional points of the standard addition formula using the Jacobian coordinate.
Scalar Multiplication
Let d be an n-bit integer and P be a point on the elliptic curve E(F p ). The scalar multiplication is to compute the point d * P = P + P + · · · + P (d − 1 additions). This is the dominant computation of all ECC algorithms, including the encryption/decryption and the signature generation/verification.
The standard algorithm for computing the scalar multiplication is the binary With the projective coordinate, a scalar multiplication
is computed as follows:
Step 3, the conversion fails. Similarly, the conversion fails using the Jacobian coordinate if the Z-coordinate is zero in Step 3. Once the Z-coordinate of the projective (or Jacobian) coordinate becomes zero during the scalar multiplication, the error will be occurred in Step 3. The error is usually returned as the system error and we can observe that the exceptional procedure of the addition formula has caused during the scalar multiplication.
Exceptional Procedure Attack
In this section, we propose the exceptional procedure attack by using the exceptional procedure in the addition formula and we analyze its effectiveness for the standard addition formula. This section aims at proposing the general idea of the exceptional procedure attack using the standard addition formula. The analysis of this attack against the other addition formulas (or the addition formula for hyper-elliptic curves) strongly depend on their explicit formula. Details of the analysis for each addition formula must be independently considered. Indeed we deeply analyze the Brier-Joye addition formula in the next section.
Basic Idea
Let P be a base point of an elliptic curve E and d be a secret scalar. The exceptional procedure attack tries to reveal (part of) the secret key d. An idea of the attack is to produce the exceptional point over E, which causes an error (0 −1 ∈ F p ) at the end of the scalar multiplication. The secret key d is guessed from the error of the scalar multiplication d * Q for different base points Q of the curve E. For example the replacement can be accomplished by the chosen ciphertext attack. The attacker uses the scalar multiplication d * Q for chosen point Q as a black box.
In order to achieve this scenario, we assume the following two assumptions for our attack setting.
1. (Base Point Replacement) In the beginning of the scalar multiplication d * P ∈ E, the attacker can replace the base point P to another point Q of the elliptic curve E. 2. (Error Detection) The attacker can detect the error caused by the final inversion (0 −1 ∈ F p ) of the scalar multiplication.
Instead of outputting the error (0 −1 ∈ F p ), one can return 0 (or some other value) for Z-coordinate. However, one can still detect the error, because the returned point is not a correct value of the scalar multiplication d * Q ∈ E and thus it causes an error of the cryptographic primitive in the decryption process.
One of the main theme of our attack is how to produce these exceptional points. We first investigate the occurrence criteria of exceptional points.
Exceptional Procedure in Standard Formula
We investigate conditions with which the standard formula has the exceptional procedures, namely the Z-coordinate of the addition P 1 + P 2 becomes zero. We consider the standard formula using the projective coordinate and the Jacobian coordinate.
First, we look at the standard formula using the projective coordinate. Let P 1 = (X 1 : Y 1 : Z 1 ), P 2 = (X 2 : Y 2 : Z 2 ) with P 1 = P 2 . Then, from the standard formula using the projective coordinate, the Z-coordinate of the addition P 3 = (X 3 : Y 3 : Z 3 ) = P 1 + P 2 is computed by
. These observations are summarized as follows: Z 3 = 0 iff P 1 = ±P 2 or (at least) one of P 1 , P 2 is O. These points coincide the exceptional points in the standard addition formula except P 1 = P 2 . If P 1 = P 2 , we use the formula ECDBL. The Z-coordinate of ECDBL(P 1 ) becomes zero iff Y 1 = 0 or Z 1 = 0 holds. We can compute all points P with Y 1 = 0 using the definition equation x 3 + ax + b = 0. This equation has solutions over F p iff the order of the curve is divisible by 2.
Next we consider the Jacobian case. Let Z 3 be the Z-coordinate of the addition P 1 + P 2 using the Jacobian coordinate, where
If Z 3 = 0, we have three cases, (1) H = 0, (2) Z 1 = 0, or (3) Z 2 = 0. By a similar calculation, we obtain the conditions of the exceptional points which are same as the projective case.
Thus, we have the following theorem.
Theorem 1. The standard addition formula using the projective (or Jacobian) coordinate for computing P 1 + P 2 returns the zero Z-coordinate if and only if one of the following condition satisfies: (1)P 1 + P 2 = O, (2)P 1 = O, (3)P 2 = O for ECADD(P 1 , P 2 ), or P has order 2 for ECDBL(P ).
Exceptional Procedure Attack against Standard Formula
We explain the exceptional procedure attack based on the exceptional procedure. For the sake of simplicity, we assume that the scalar multiplication is computed by the binary method in section 2.3. The scalar multiplication produces the sequence a 0 Q, a 1 Q, a 2 Q, . . . , a n Q for the given base point Q, which are generated by ECDBL and ECADD. a 0 is always 2 because of a 0 Q = ECDBL(Q). ¿From Theorem 1, in order to cause the error in the sequence, the attacker has to find the point Q that satisfies one of the following condition (I) ECADD(Q,
These cases are equivalent to the problems that find the (d 1 + 1)-th division points, d 2 -th division points, and the 2-nd division points, respectively. The a-th division points are defined by the points Q that satisfies a * Q = O. It is well-known that the a-th division points exist over the elliptic curve, if and only if #E is a multiple of a, where #E is the order of the elliptic curve E [Sil86] . The points with small order can be efficiently generated by the division polynomial. If the order of the curve is divisible by small integers, the curve involves the exceptional points.
The elliptic curves over prime fields recommended in the several standards has prime order [ANSI,IEEE,SEC] . In these cases there are no non-trivial division points and the exceptional point attack against the standard addition formula is not feasible. However, in the next section we show the exceptional procedure attack over the standard curves is effective against a non-standard addition formula from [BrJ02] .
Relation to Other Attacks
Here we examine differences of our attack to other similar attacks.
The Fault Attack (FA) or the Differential Fault Attack (DFA) [BDL97] , [BMM00] , which is sophisticated from FA, are very similar to our attack. The attack model and the aim are almost same. FA/DFA use special points which are not on the curve. We show a simple example. The attacker changes the curve E and the base point P ∈ E to E * and Q * ∈ E * where the order of E * is smooth.
The result of the scalar multiplication d * Q * is contained in curve E * . Thus the attacker can easily recover the secret scalar d by the Pohlig-Hellman algorithm. However, these points are easily detected by checking whether the base point satisfies the curve equation of E or not. On the other hand, our attack uses points on the original curve. The checking process cannot reject the manipulated points. Another difference is the means of the attack. FA/DFA enforce bit errors from outside of the device, while our attack is able to be achieved by a chosen ciphertext attack and we don't need such physical tools.
Other similar attack is the Subgroup Attack (SA) [LMQSV98] , which uses a special point on the curve whose order is small. For example, if we use the base point P with the small order h > 1, the possible values of the scalar multiplication d * P are at most h. If the attacker can change the base point of the Diffie-Hellman protocol to the smooth order point, then the attack can guess the shared key by the brute-force attack with the size h. SA succeeds only when the order of the curve is divisible by small integer and, if the order is prime, SA has no effectiveness. When we use the standard addition formula, our attack is successful only when the curve has points of order 2. From this point, our attack seems weaker than SA. However, as we will discuss in the next section, our attack is successful for Brier-Joye's addition formula even if the order is prime, while SA has no effectiveness on this curve. Thus our attack is different property from that of SA.
Brier-Joye's Addition formula
In this section, we investigate the security of the non-standard addition formula proposed by Brier and Joye [BrJ02] . The addition formula is designed in order to prevent side channel attacks [KJJ99] . It can computes both ECADD and ECDBL using only one formula. We do not have to switch pairs (λ, µ) of the addition formula depending on inputs. However the addition formula has non-standard exceptional points that have not appeared in the standard addition formula. We analyze these non-standard exceptional points and apply these points to the exceptional procedure attack described in the previous section.
Brier-Joye's Addition Formula
Let y(P ) denote the y-coordinate value of a point P .
Proposition 1 (Indistinguishable Addition Formula, [BrJ02] ). Let E be an elliptic curve over a finite field F p (p > 3 a prime) defined by y 2 = x 3 + ax + b and let P 1 = (x 1 , y 1 ) P 2 = (x 2 , y 2 ) be points on the curve with y(P 1 ) = y(−P 2 ). Then (λ, µ) in the addition formula is given by
Brier-Joye also proposed an efficient algorithm to compute P 1 + P 2 in the projective coordinate system as follows:
3 (the projective coordinate system) and let P 1 = (X 1 : Y 1 : Z 1 ) and P 2 = (X 2 : Y 2 : Z 2 ) be points on the curve. Then, P 3 = (X 3 : Y 3 : Z 3 ) = P 1 + P 2 is given by
where
Exceptional Procedure in Brier-Joye's Formula
Let P 1 = (X 1 :
be points on the curve represented in the projective coordinate. If Z 3 = 0, from (2), we have three cases, (1)
The latter two cases are reduced to trivial conditions P 1 = O or P 2 = O. However the first condition is worth to investigate. The condition implies y 1 + y 2 = 0. If P 1 + P 2 = O, we have y 1 + y 2 = 0, but this is not interesting. Conversely, even if y 1 + y 2 = 0, P 1 + P 2 does not always equal to O. That is, we can pick up points P 1 , P 2 such that x 1 = x 2 , y 1 + y 2 = 0. Once such "exceptional points" are added in the scalar multiplication, we have Z d = 0 and the conversion from the projective to the affine fails. In this case, we cannot obtain the correct result of d * P = (x d , y d ) and we can observe that an error has occurred in the scalar multiplication.
Finding Collision Points
Next, we discuss the criteria y 1 + y 2 = 0, which are exceptional cases of the Brier-Joye's addition formula. We call two points P 1 = (x 1 , y 1 ), P 2 = (x 2 , y 2 ) satisfy the DZ condition if
holds, and in this case, we call P 1 , P 2 as a collision pair. The necessary condition for the DZ condition is x 3 1 +ax 1 +b = x 3 2 +ax 2 +b, namely x 2 1 +x 1 x 2 +x 2 2 +a = 0. ¿From the condition we can generate a collision pair P 1 , P 2 , which satisfies the DZ condition. A point P is called the m-th self-collision point if P and m * P is the collision pair.
We explain how to find a collision pair (P 1 , P 2 ) in the following. For a given elliptic curve E : y 2 = x 3 + ax + b and a base point P 1 = (x 1 , y 1 ) on the curve, determining whether P 1 has collision points or not is easy. For simplicity, we assume the order of the elliptic cure E is prime. If (P 1 , P 2 ) is a collision pair, an intuitive relation of P 1 and P 2 is in Fig. 1 . So, P 1 has collision points if the equation x 2 + x 1 x + (x 2 1 + a) = 0 has roots in F p and this evaluation is done quite easily. However, we need a relation between P 1 and P 2 in the attack, namely we have to solve the discrete logarithm P 2 = u * P 1 on the curve (the Collision-ECDLP). This problem might be easier than the general discrete logarithm problem over elliptic curves because we have the constrained condition x 1 = x 2 and y 1 + y 2 = 0. However there is no evidence of the difference between these problems and this is an open problem.
Fig. 1. A geometric relation of collision points
Thus we have to change the approach. Assume we have an elliptic curve E and an integer m. The next approach is to find a point P 1 such that (P 1 , m * P 1 ) is a collision pair. Such P 1 satisfies a certain equation -the self-collision polynomial, which will be defined in the next section -and finding P 1 is equivalent to solve this equation. Roughly speaking, computing the m-th self-collision polynomial is not easier than computing the m-th division polynomial at the moment. However, computing the m-th self-collision points is feasible for small m, which are enough for our attack.
Self-Collision Polynomial
We discuss how to find the m-th self-collision points for a randomly chosen curve. We denote the m-th division polynomial as ψ m = ψ m (x, y). If a point P = (x, y) is in the m-torsion group, namely m * P = O, then (x, y) satisfies ψ m (x, y) = 0. Let denote P = (x, y) and m * P = (x m , y m ). Then, x m and y m are written as in the following by the division polynomials [BSS99] :
If P and m * P is a collision pair, we have y + y m = 0 and so
On the other hand, because of y 2 = y 2 m and x − x m = 0, we have
Here the two equations F m (x, y) and G m (x, y) have a common polynomial divisor f m (x, y). Small examples of f m (x) are in the appendix. A concrete relation between F m (x, y) and G m (x, y) is given by the following proposition. The proof is described in the appendix.
Proposition 3. Let m be an integer m ≥ 2. Then, We made an experiment of finding the m-the self-collision points for small m (2 ≤ m ≤ 9) using the polynomial f m (x). We used several standard elliptic curves in the draft of SECG [SEC] . Then we have found several m-th self-collision points. Therefore our proposed attack is feasible for several standard curves with the Brier-Joye's addition formula. These results are summarized in the appendix.
Attack to the ElGamal-type Encryption
We shortly explain the exception point attack against the ElGamal-type encryption. The attacker chooses a k-th self-collision point Q on the underlying curve. The point Q is sent to the decryption primitive that computes the scalar multiplication d * P using the secret key d. If the attacker receives the error from the decryption oracle, he/she knows the scalar multiplication has calculated the addition Q + k * Q.
We assume that the scalar multiplication is computed by the binary method in section 2. If the attacker wants to guess the 2-nd most significant bit, the attacker asks the 3-rd self collision point to the decryption oracle, which is computed during the scalar multiplication if and only if the second most significant bit is one. We can recursively apply this process to lower bits.
Note that the k-th self-collision point Q is not a division point such that Q + k * Q = (k + 1) * Q = O. Therefore the attack is feasible for the curves with prime order, namely standard curves [ANSI,IEEE,SEC] . This paper studied the exceptional procedure attack that uses the exceptional procedure of the addition formula. We show the attack is effective against the addition formula proposed by Brier-Joye. Partial bits of the secret key can be revealed by our proposed attack. We demonstrated the feasibility of our attack against the recommended curves in the international standards [ANSI,IEEE,SEC] and found enough curves for which our attack works. However, the attack discussed in Section 4.5 is restricted to the ElGamal-type systems, in particular it is not relevant to ECDSA because the base point of ECDSA is usually fixed as the system parameter. An application to other cryptosystems will be our future work.
When a new addition formula is designed, the designers should be careful for the exceptional procedure attack. Even though the new formula is secure against previously known attacks, it might be insecure against the exceptional procedure attack or similar attacks based on the exceptional procedures in the formula. This attack can be essentially extended to the attacks against hyperelliptic curve cryptosystems. The security analysis of the attack strongly depends on their explicit formulas.
